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Abstract – The present paper deals with safety barriers,
describing their characteristics and presenting a new 
classification for them based on their type and operating mode. 
While the assessment of safety barriers performance is often 
achieved by tests or inspections in order to determine the 
probability of failure on demand (PFD) and detect the so-called 
hidden failures, a new methodology to evaluate the adequacy of a 
safety barrier is proposed by linking the safety integrity level of 
an assessed safety barrier with the probability of occurrence of 
the hazardous event that it should protect. Based on the study of 
all possible safety function failures there is a selective approach 
to determine the ones classified as dangerous undetected in a way 
to use them on the determination of the PFD. Applying the 
methodology proposed it is also possible to estimate the 
probability of occurrence of a hazardous situation, once it 
depends on the simultaneity of happening the initiating event and 
the safety barrier fault, when a demand occurs. The impact of a 
specific safety barrier assessment on risk can thus be evaluated.

Keywords—safety barrier, probability of failure on demand, 
safety integrity level.

I. INTRODUCTION

In complex and technological industrial systems when 
some control variables go out of their natural range it can be a 
sign of failure of some equipment or process. To face this type 
of events and avoid the escalation of an incident or accident it 
is common to implement systems called safety barriers which 
function is to prevent the occurrence of such events or disable
the evolution of their effects. If these functions are not
accomplished it is considered a safety barrier’s failure and 
then the consequences could be catastrophic in almost cases.

So, it is essential to assure that safety barriers have high 
availability and high reliability to keep risk under acceptable 
limits. The assessment of safety barriers availability and the 
reliability analysis of their functions are fundamental issues to 
take into account when, for example, someone wants to assure 
a high level of safety onsite or reduce the consequences of 
dangerous phenomenon or hazardous events on people, 
business or environment.

Most accidents result from a combination of an unexpected 
event and a dysfunctional or missing barrier. Usually, when an 
accident occurs the question is how could it happen if we had 
several safety features in place to face it? So it is essential to 

understand how those safety barriers failed in the course of an 
accident.

Several studies about safety barriers have been performed 
in a large range of industries and with different purposes. 

Kecklund et al [1] presented a study with a general model 
for the reliability analysis of existing barrier functions in the 
refuelling process at the annual outage of a nuclear power 
plant (NPP) assuming on that study the technology-human 
interaction. Harms-Ringdahl [2] describes a method for 
accident investigation based on the concept of safety function,
resulting on the proposal of some safety improvements. This 
author applied the referred method to five different incidents 
where around 40 safety functions were identified for each case 
and less than a half had worked when it was necessary. In this 
work the main attention is on common workplaces rather than 
major hazard installations. In other study safety barrier 
diagrams were developed as a tool for modelling safety of 
hydrogen applications just to document measures taken to 
prevent incidents and accidents in process industry [3]. Some 
works deal with operating situations and apply the notion of 
safety integrity level of a barrier at specific cases as the safety 
evaluation in complex guided transportation systems [4] or 
estimation of this parameter for safety related systems in high
speed trains [5].

In this paper a deep reflection is done about safety barriers 
regarding different interpretations about some concepts and 
terminology in the existing literature. Based on this analysis a 
simple and coherent classification is made being possible to 
apply it to the majority of the safety barriers. A new 
methodology is also proposed in a way to evaluate the 
adequacy of a safety barrier for a specific hazard. This 
methodology is innovative since it links the safety integrity 
level of an assessed safety barrier with the probability of 
occurrence of the hazardous event that it should protect. Based 
on this relationship and using a risk acceptability matrix the 
adequacy of the safety barrier is evaluated.

The paper is structured in five Sections. The second
focuses on the definition of safety barrier, safety function and 
safety barrier classification. Section III describes some safety 
integrity requirements and how to develop a safety barrier 
assessment. Section IV presents a methodology to assess 
safety barriers and illustrates it with a demonstrative example.
Section V presents some conclusions and suggests future 
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works that can be done on the field of safety regarding the 
management of safety barriers and the proposed methodology.

II. SAFETY BARRIERS

The definition of safety barrier is not unanimous and 
different interpretations can be seen on literature. Sometimes 
this kind of features and characteristics are called defences or 
energy models. Types and classification of safety barriers can 
also promote some discussion. For example, a division of hard 
and soft defences was made by Reason, where the former 
include physical barriers and alarms and the later refers to 
regulation, procedures and training [2]. For this reason, and 
according to the author, defence is a wider concept than 
barrier. The concept of “defence-in-depth” is also discussed 
meaning successive layers of protection.

Regarding an interesting work done by Sklet [6] about 
safety barriers definition, classification and performance, it 
has been concluded that either in literature or standards there 
are not universal definitions for terms like safety barrier, 
defence, layer of protection analysis (LOPA), safety function 
or other related terms.

II.1. SAFETY BARRIER AND SAFETY FUNCTION

In accordance to his review Sklet [6] defines safety 
barriers as physical and/or non-physical means planned to 
prevent, control or mitigate undesired events or accidents. It is 
distinct of a safety function that means a function planned to 
prevent, control or mitigate undesired events or accidents and 
so describes the purpose of safety barriers with a direct and 
significant effect. Usually, a safety function is described with 
a verb and a noun (e.g. “open valve”). A barrier system is a 
system designed and implemented to perform one or more 
barrier function. Hollnagel [7] distinguishes between what 
barriers “do” and what barriers “are”, pointing out the first 
situation as the safety function and the last one as the way to 
achieve the referred function, meaning the barrier system by 
itself.

Duijm [8] defines in a simple way a safety barrier as a 
series of elements that implement a barrier function, where 
each element consists of a technical system or a human action.

In accordance to Dianous and Fiévez [9] safety barriers 
can be physical and engineered systems or human actions 
based on specific procedures or administrative controls. 
Sometimes these two types are interchangeable and work 
together to keep the effectiveness of the safety function. So, 
safety barrier is related to the way how the safety function is 
accomplished.

II.2. SAFETY BARRIER CLASSIFICATION

Concerning safety barrier classification, several 
interpretations can be seen when observing the literature
available. There is not a consensus about safety barrier
classification. Dianous and Fiévez [9] define four main
categories for safety barriers:

• Active barriers – Barriers automated or activated 
manually and always require a sequence of detection-
diagnosis-action. This sequence can be performed 
using hardware, software and/or human actions;

• Passive barriers – Barriers with permanent functioning 
where there is no need for human actions and energy or 
information sources (e.g. firewall, corrosion prevention 
systems or inherent safe design);

• Human actions – Barriers which effectiveness is related 
with the knowledge of the operator. These human 
actions rely on the use of the human senses, effective 
communication, thinking, rules, guidelines and safety 
principles and may be part of the detection-diagnosis-
action sequence;

• Symbolic barriers – Barriers that need an interpretation 
by a person in order to achieve their purpose (e.g. 
passive warnings).

Hollnagel [7] also presents four types of systems or 
barriers, but with a different notation:

• Physical (or material) barrier – Barrier that prevents the 
event occurrence or mitigates the effects by blocking 
the transportation of mass, energy or information from 
one place to another (e.g. walls, containers, fire 
curtains);

• Functional barrier – Barrier that creates one or more 
pre-conditions that have to be met before an action can 
be carried out (e.g. interlock system);

• Symbolic barrier – Barrier that works indirectly 
through their meaning, requiring an interpretation by 
someone (e.g. signals, warnings or alarms);

• Incorporeal barrier – Barrier that it is not a physical 
barrier, depends on the knowledge of the user and is 
often related to organisational barriers (e.g. rules for 
actions).

Independent of their classification, safety barriers can be 
represented in a bowtie diagram, where preventive and 
protective safety functions are included. Figure 1 shows those 
safety barriers on both sides of the diagram.
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Fig. 1. Bowtie diagram for safety barriers

In this paper it was established and assumed a safety 
barrier classification based on two factors:

• Type of barrier – what barrier “is”;
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• Mode of operation of the barrier – how it “operates”.

The different types and modes proposed on this paper are 
shown on Figure 2.  This classification was used in the 
demonstrative example of Section IV.
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Fig. 2. Safety barrier classification

The “type” of safety barrier defines if it is a physical or a 
non-physical system. It means that a physical safety barrier is 
something that exists whether its function could be preventive 
or protective. The “mode” is related with the way how it acts 
when a demand happens.

A dynamic safety barrier corresponds to an automated 
system that is expected to operate changing from a dormant 
state to a living state and without human intervention (e.g. an 
automated sprinkler system or an automated shutdown valve). 

A passive safety barrier is intended as static system that 
remains in the same state and usually is a design system with 
protective function (e.g. a fire wall).

A human activated safety barrier is a physical system that 
needs to be activated by someone. This is what differentiates a 
human activated safety barrier from a dynamic safety barrier.

By other side, an organisational safety barrier is related to 
training, safety procedures and internal rules and regulations 
established to avoid an accident or incident or to minimise the 
effects of the consequences (e.g. evacuation procedure).

At last, a human action safety barrier is any human 
actuation that not involves the use of physical systems (e.g. 
workplace cleaning).

III. SAFETY INTEGRITY REQUIREMENTS

IEC 61508 [10] standard represents a guide for design, 
validation and verification of a safety instrumented system 
(SIS) which fundamental purpose is to bring the plant or 
equipment to a safe state if an undesirable events occurs. The 
probability of a SIS satisfactory perform the required safety 
function under all the stated conditions within a specific time 
interval is called safety integrity. This standard defines four 
discrete levels for safety integrity named “safety integrity 
level” (SIL). In this scope a “SIL 4” corresponds to the higher 
level of safety integrity and “SIL 1” to the lowest one. The 
hardware safety integrity requirements include an estimation 

of the probability of failure on demand (PFD) or probability of 
failure per hour (PFH), when a low or high demand (or even 
continuous) mode occurs, respectively [11].

Table I shows the safety integrity levels according IEC 
61508 for the two situations above mentioned.

TABLE I. SAFETY INTEGRITY LEVELS (SIL)

SIL

Low demand mode 
(average 

probability of 
failure on demand)

High demand or 
continuous mode 
(probability of a 
dangerous failure 

per hour)

4 10-5 - 10-4 10-9 - 10-8

3 10-4 - 10-3 10-8 - 10-7

2 10-3 - 10-2 10-7 - 10-6

1 10-2 - 10-1 10-6 - 10-5

 

Jin et al [12] refer the IEC 61508 to define a low demand 
when the demand rate is less than once per year and less than 
twice the functional test frequency giving the example of 
emergency shutdown systems (ESD), fire and gas detection 
systems, process shutdown systems (PSD) and airbag systems 
installed in cars. For high demand systems the referred authors 
give the example of dynamic positioning (DP) systems for 
ships and offshore platforms, anti-lock braking systems (ABS) 
and railway signalling systems.

The IEC 61508 refers a “low demand mode” when the 
safety function is only performed on demand, in order to 
transfer the equipment under control (EUC) into a specified 
safe state, and when the frequency of demands is no greater 
than one per year. A high demand mode refers the situation 
where the safety function is only performed on demand, in 
order to transfer the EUC into a specified safe state, and where 
the frequency of demands is greater than one per year. 
Continuous mode is where the safety function retains the EUC 
in a safe state as part of normal operation.

The PFD is related to safety unavailability of the system 
and corresponds to the fraction of time that the system is 
unavailable to perform its function when the plant is 
operating. It can be modelled by several classical tools and 
methods such as Fault Tree Analysis (FTA), Markov Analysis 
(MA) and Reliability Block Diagrams (RBD), among others 
[13]. 

Sensor

Sensor
Logic Solver

Actuator

Actuator

Fig. 3. Structure of a Safety Instrumented System (SIS)

Usually a SIS is presented as a structure with three main 
sub-systems, as shown in Figure 3. The first sub-system is 
related with the input elements present to detect the 
occurrence of a hazardous event such as sensors, switches, 
detectors, etc. The second sub-system concerns a logic solver 
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or logic unit which is the element that will decide what to do 
(programmable logic devices, multi-agent structure, etc…). 
Finally, the last sub-system, including actuators (shutdown 
valves, cut-off energy devices, etc.) as the elements 
responsible for performing one or more safety instrumented
functions (SIF), in accordance with the decision previously 
taken.

III.1. SAFETY BARRIER PARAMETERS

Risk control criteria are linked to the frequency and the 
severity of accident scenarios. The assessment of the 
frequency of occurrence of dangerous events is often based on 
statistical data. However, each analysis must be carried out 
with carefully because the available information is based on 
averaged data from different types of installation.

Usually, safety barriers are submitted to self-diagnostic 
and periodic tests or inspections. A dangerous failure puts the 
safety related system into a hazardous or failed condition. This 
happens, for example, due to existence of a hidden failure not 
detected by any kind of monitoring technique and only 
detected at the next test or inspection. A safe failure means a 
failure without the hazardous potential. When the dangerous 
failure is detected by some monitoring technique or self-tests, 
that is called as a dangerous detected failure. The following 
rates, assumed to be constant are then defined [14]:

• λDU = Dangerous undetected failure rate;
• λDD = Dangerous detected failure rate;
• λSU = Safe undetected failure rate;
• λSD = Safe detected failure rate;
• λS = Safe failure rate (detected + undetected);
• λD = Dangerous failure rate (detected + undetected);
• µDD = Repair rate (for dangerous detected failure).

Concerning the IEC 61508 some qualitative requirements 
can also be undertaken related to the architectural constraints 
that could limit the achievement of a determined SIL. These 
constraints could be the ability of a functional unit to continue 
to perform a function in the presence of faults or Fault 
Tolerance (FT) or the Safe Failure Fraction (SFF) which is a 
parameter that gives the fraction of overall hardware failure 
rate of the device considered as “safe”, given by:

𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 = 𝜆𝜆𝜆𝜆𝑆𝑆𝑆𝑆+𝜆𝜆𝜆𝜆𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷
𝜆𝜆𝜆𝜆𝑆𝑆𝑆𝑆+𝜆𝜆𝜆𝜆𝐷𝐷𝐷𝐷

(1)

The SFF value can be used to obtain a type of architecture 
for a given SIL (concerning the hardware fault tolerance) or 
can be applied to quantify the maximum expected SIL for a 
given architecture (type of SIS complexity) [14].

The ratio of the dangerous detected failure rate with 
respect to the total dangerous failure rate is called the 
“Diagnostic Coverage” (DC) and is an important parameter to 
be taken into account once dangerous failures early detected 
allows avoiding or mitigating undesirable situations.

𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷 = 𝜆𝜆𝜆𝜆𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷
𝜆𝜆𝜆𝜆𝐷𝐷𝐷𝐷

(2)

Reference should also be made to a similar standard, 
known as ANSI/ISA-S84.01-1996, because it is still a 
guidance document in the United States (US), considered by 
the US Environmental Protection Agency (EPA) and the 
Occupational Safety and Health Administration (OSHA) as a 
generally accepted good industry practice. Based on this 
assumption it is mandatory that any US based instrumented 
system specified after march 1997 must be designed and 
developed in compliance with this standard [15] [16].

The dangerous undetected (DU) failure rate is due to 
failures related to non-safe situations and is influenced by the 
Diagnostic Cover factor. 

𝜆𝜆𝜆𝜆𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷 = (1 − 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷). 𝜆𝜆𝜆𝜆𝐷𝐷𝐷𝐷 (3)

The periodic activity of safety barrier testing has the 
objective to find dangerous undetected failures or hidden 
failures and so achieve and improve the safety integrity level 
of the system.

The test interval (τ) should be, by one side the shortest one 
in a way to detect potential hidden failures, but by another side 
this kind of frequency brings higher cost and eventually 
increases the probability of human error induced during the 
referred tests. In general DU failures of the SIS are not 
detected immediately and are also referred to as dormant 
failures [17] [18].

After determining the PFD, a discrete SIL level is defined 
(Table I). Each SIL number represents a bounded interval for 
the probability of failure on demand (PFD). Some people 
assume the PFD as the average value of the unreliability 
function over an inspection period, but others interpret that as 
the steady state unavailability. In this later concept it is 
necessary to apply a Markovian approach just to observe the 
behaviour of the SIS in a continuous time, including the 
inherent repair rates.

Some studies introduce the concept of safety-related 
uncertainty when determining the safety integrity level (SIL). 
Xu et al. [19] state that the conventional global sensitivity 
analysis (GSA) is inappropriate to handle overall uncertainty 
when safety related uncertainty is of interest. The authors 
present and discuss four methods to measure it and compare 
with GSA. GSA is a useful technology to determine which 
parameters influence the output the most when uncertainty in 
the parameters is propagated through the model. It can identify 
critical parameters and rank them with respect to reliability 
and risk.

III.2. LAYER OF PROTECTION ANALYSIS

The layer of protection analysis (LOPA) is a method for 
determining the needed SIL of a SIS. This method can be 
applied after the HAZOP (Hazard and Operability) analysis 
where the identified consequences are classified for severity 
level. During the HAZOP analysis the various process 
deviations are analysed and the possible consequences are 
determined. To reduce or mitigate the effect of the 
consequences of the hazardous event some safeguards or 
barriers are designed. LOPA is a semi-quantitative 
methodology that can be used to identify safety barriers that 
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meet the independent protection layer (IPL) criteria and work 
as extrinsic safety systems (active or passive systems). 
Summers [20] states some examples of IPL:

• Standard operating procedures;
• Basic process control systems;
• Alarms with defined operator response;
• Safety instrumented systems;
• Pressure relief devices;
• Blast walls and dikes;
• Fire and gas system;
• Deluge systems.

In accordance with the same author, LOPA provides 
specific criteria and restrictions for the evaluation of IPL, 
eliminating the subjectivity of qualitative methods and 
substantially less cost than fully quantitative techniques.

The IPL must meet the independence, specificity, 
dependability and auditability requirements. It means that the 
IPL must be completely independent of the initiating event. 
The probability of failure on demand (PFD) of an IPL is a 
measure of the risk reduction that can be obtained. For SIS the 
PFD is observed as the SIL level.

III.3. SAFETY BARRIER ASSESSMENT

Several methods related to barrier assessment and several 
variants can be found in literature. Methods such as the energy 
model, the Management Oversight and Risk Tree (MORT) 
method, the Accident Evolution and Barrier (AEB) analysis or 
the more classical Fault Tree Analysis (FTA) or Event Tree 
Analysis (ETA) are some of the methods used to study safety 
barriers.

The determination of the PFD of the safety functions are 
carried out according to the principles derived from the safety 
integrity level concept available in IEC 61508 [10] and IEC 
61511 [21] standards knowing the reliability of the safety 
barrier. IEC 61508 is a generic standard common to several 
industries that states requirements for safety systems, while 
IEC 61511 was developed to the process industry.

In accordance with the regulations of Petroleum Safety 
Authority (PSA) in Norway, the performance of barriers can 
be seen as comprising three elements [22]:

• Functional requirements - Qualities such as capacity 
and efficiency related to the effect that the barrier has 
on the event/accident chain given that it functions;

• Integrity requirements - Qualities such as availability 
and reliability related to the barrier’s ability to function 
when required and/or demanded;

• Vulnerability requirements – Qualities related to 
robustness and the barrier’s ability to withstand 
relevant accidental loads.

Hollnagel [7] presents several different possible points to 
evaluate the quality of a safety barrier:

• Efficiency – how well the safety barrier meets its 
intended function;

• Resource needs – cost to design, develop and maintain 
a safety barrier;

• Robustness – related to reliability, measures how well a 
barrier can withstand the variability of the 
environment;

• Implementation delay – corresponding to time from 
safety barrier conception till its implementation;

• Availability – whether the barrier can fulfil its purpose 
when needed;

• Evaluation – how easy is the determination if the safety 
barrier works as expected;

• Independence – the safety barrier doesn’t depend on 
human actuation to achieve its purpose. 

The ARAMIS project presents three criteria for the 
assessment of the performance of safety barriers [9]:

• Effectiveness - is the ability of a safety barrier to 
perform a safety function during a determined period of 
time, in a non-degraded mode and in specified 
conditions. It is usual to present the effectiveness as a 
percentage or probability of the performance of the 
defined safety function;

• Response time - is related to the period between the 
straining of the safety barrier and the complete 
achievement of the safety function performed by the 
safety barrier;

• Level of confidence - is related to its reliability and is 
inversely proportional to the probability of failure on 
demand (PFD). It corresponds to the reliability of the 
barrier to perform properly the required safety function 
according to a specific effectiveness and response time 
under the stated conditions within a stated period of 
time.

The level of confidence of a safety barrier is based on 
some qualitative factors such as:

• The independence of the safety barrier  (with causes 
and regulation systems);

• The architecture of the safety barrier (according to the 
complexity of the subsystems);

• The proven concept of the barrier (tested, experienced);
• The existence of periodic tests.

The level of confidence of a subsystem relies on two 
parameters:

• The Safe Failure Fraction (SFF) – Ratio between the 
frequency of failure corresponding to a safe failure and 
the frequency of failure of total failures;

• The Fault Tolerance (FT) – Linked to the capacity of 
the barrier to keep its safety function although the 
failure of one or more subsystems that belong to the 
safety barrier. It is usually kinked to the existence of 
redundancies. A Fault Tolerance of “1” means that if 
one component is defective, the safety function remains 
operational. 
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In this case, the referred IEC 61508 and IEC 61511 
standards divide the subsystems into two main classes or 
types:

• Type “A” – Simple Subsystem – If the failure modes of 
all safety barrier components are well defined;

• Type “B” – Complex Subsystem – If the failure mode 
of at last one component is not well defined.

The qualitative criteria for these two types of constraints 
are presented in Table II:

TABLE II. ARCHITECTURAL CONSTRAINTS

Safe Failure 
Fraction (SFF)

Fault Tolerance (FT)

Type “A” Type “B”

0 1 2 0 1 2

SFF<60% LC 1 LC 2 LC 3 na LC 1 LC 2
60%<SFF<90% LC 2 LC 3 LC 4 LC 1 LC 2 LC 3
90%<SFF<99% LC 3 LC 4 LC 4 LC 2 LC 3 LC 4

SFF≥99% LC 4 LC 4 LC 4 LC 3 LC 4 LC 4
na = not applicable

For example:

• For a simple (type “A”) SIS, with a 1oo2 architecture 
and a SFF of 75%, it is expected a SIL 3 or LC 3 
(maximum);

• For a complex (type “B”) SIS, with a SFF of 80% and a 
desired SIL 2 or LC 2, it is recommended a FT of 1, 
with an architecture of 1oo2.

The quantitative criteria are related to the probability of 
failure of the subsystems (type “A” or “B”) and depends on 
the mode of operation (low demand or high demand or 
continuous mode), as presented on Table I. On the level of 
confidence concept there is a correspondence between the LC 
and the SIL numbers.

The level of confidence of the safety barrier is then 
achieved assuming the lowest level of confidence of the 
analysed subsystems.  Langeron et al. [14] and Guo and Yang 
[23] go a little bit further explaining how to determine the 
SIL/LC for series and parallels arrangements of subsystems in 
a way to achieve the global SIL/LC for a system (safety 
barrier).

IV. METHODOLOGY PROPOSED

Following the previous Sections and all the theoretical and 
practical issues analysed, a methodology to assess safety 
barriers is proposed in this Section. In simultaneous a 
demonstrative example is presented to show the applicability 
of the methodology to a real safety barrier.

The demonstrative example is based on a common safety 
system that is present in almost industrial facilities and 
commercial or residential buildings. This system acts in a 
protective mode, facing the undesirable consequences of a fire
and so it is called “fire fighting system”. The equipment under 
control (EUC) is assumed to be the facility or the building 

itself and the safety barrier is the “fire pumping system”. Its 
safety function (SF) is to pressurize water to the fire 
extinguishing system. This equipment can be assessed
assuming it as an independent protection layer (IPL) and 
applying the structure of a safety instrumented system (SIS) 
(see Figure 3).

In accordance with the classification proposed in this paper 
in Section II.2, this safety barrier is classified as:

• Type = Physical;
• Mode = Dynamic.
Based on these principles and regarding all the equipment 

design details and operating mode, the three subsystems of the 
SIS were defined as shown in Table III.

TABLE III. SAFETY BARRIER SUBSYSTEMS

Subsystem ID Individual Function

Sensor System Pressure 
Switches

Detect a pre-selected pressure 
level and transmit an electric 
signal to the Control System. It 
includes two starter pressure 
switches (one per pump) and 
two security pressure switches 
(one per pump).

Logic System Control 
System

Receive the electric signal from 
the Pressure Switches and give 
order to activate the 
Pressurization System (one 
jockey pump and one of the 
two main pumps).

Actuator System Pressurization 
System

Receive the order from the 
Control System and put a 
determined flow of water at a 
determined pressure (design 
characteristics) on the 
hydraulic fire fighting system 
(extinguishing system).

The following step of the methodology is to describe all 
subsystem failure modes. At this stage a team work and a 
historic of failure analysis is fundamental once both potential 
and registered failures are essential to complete this part of the 
methodology. This is a kind of a partial failure mode and 
effects analysis (FMEA).

After this, the next step is to classify the safety function 
failure. To do so, it must be fulfilled for all identified failure 
modes the degree of severity as “safe” or “dangerous” and the 
degree of detectability as “yes” or “no”. Based on the 
combination of these two factors the safety function failure 
could be classified as shown in Table IV.

TABLE IV. SAFETY FUNCTION FAILURE CLASSIFICATION

Severity Detectability Safety Function Classification

Safe Yes SD – Safe Detected
Safe No SU – Safe Undetected
Dangerous Yes DD – Dangerous Detected
Dangerous No DU – Dangerous Undetected
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From this classification all the dangerous undetected 
failure modes are selected and analysed at the next stage. For 
each one a dangerous undetected failure rate is achieved and 
based on the test interval (τ) of the subsystem an individual 
PFDi is determined.

𝑃𝑃𝑃𝑃𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑖𝑖𝑖𝑖 = 𝜆𝜆𝜆𝜆𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷.𝜏𝜏𝜏𝜏
2

(4)

The PFDSS of each subsystem is reached assuming the
highest individual PFDi.

𝑃𝑃𝑃𝑃𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 = max(𝑃𝑃𝑃𝑃𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑖𝑖𝑖𝑖) (5)

The safety barrier probability of failure on demand 
(PFDSB) is then determined by the sum of the subsystems 
probability of failure on demand (PFDSS) once the failure of 
the safety barrier could happen due to a failure on the Sensor 
System or on the Logic System or on the Actuator System.

𝑃𝑃𝑃𝑃𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 = ∑𝑃𝑃𝑃𝑃𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 (6)

Based on the PFDSB and on Table I the safety integrity 
level (SIL) is determined.

The next step is to estimate the probability of occurrence
of the initiating event (POIE). At the present example the 
initiating event is the existence of a “fire”. The estimated 
probability value is then allocated into one of five levels 
according to Table V.

TABLE V. PROBABILITY OF OCCURRENCE OF INTITIATING EVENT (POIE)

Level ID Probability [occur./year]

Very High VH p > 1
High H 0,5 < p < 1
Moderate M 0,1 < p < 0,5
Low L 0,001 < p < 0,1
Very Low VL p < 0.001

Finally, the acceptance of the safety barrier is based on the 
determined SIL and on the POIE. If the result falls into a red 
zone of the matrix represented on Table VI it is not acceptable 
and something must be done (e.g. implement measures to 
reduce the POIE or increase the SIL value of the safety 
barrier). If it falls on the yellow zone it is acceptable but with 
remarks (meaning that an accurate analysis should be done on 
that cases). Obviously the green zone is the desirable one
meaning that we have a safety barrier integrity level adequate 
to accomplish the safety function for the considered hazard.

It is also possible to determine the probability of a 
hazardous situation taking into account the POIE and the SIL 
corresponding to the PFDSB.

𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑆𝑆𝑆𝑆 = 𝑃𝑃𝑃𝑃𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 .𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 (7)

In accordance to the proposed methodology a simple tool 
was developed bringing automated and reliable results.

TABLE VI. ACCEPTABILITY MATRIX

POIE SIL

Very High 4 3 2 1
High 4 3 2 1

Moderate 4 3 2 1
Low 4 3 2 1

Very Low 4 3 2 1

V. CONCLUSIONS AND FUTURE WORK

This study illustrates how risk can be managed through 
safety barriers assessment. Some standards related to the 
assessment of safety barriers and safety functions were 
referred and some misunderstanding around concepts and their 
interpretation was clarified. It was proposed a classification 
for safety barriers according to their type and operation mode. 

In the present work some requirements that must be 
fulfilled to achieve the necessary integrity level were 
mentioned and it was shown how to reach them.

Based on the theory and on previous works about safety 
barriers, safety instrumented systems and risk management a 
new methodology to assess safety barriers was proposed. In 
this methodology it is possible to identify dangerous 
undetected failure modes and determine the probabilities of 
those failures occur. Once determined such parameters it is 
possible to calculate the probability of failure on demand for 
the entire safety barrier.

Furthermore the study has shown that some innovation is 
brought with this methodology when the probability of 
occurrence of initiating event (POIE) is also considered and 
when the decision on acceptance of a safety barrier is based on 
both indicators, the SIL and the POIE.

Based on this work some studies can be developed in the 
future, including at the model the consideration of 
architectural constraints, repair rate times, self-diagnostic of 
failures (diagnostic coverage) and other methods to determine 
the probability of individual failures according to the period 
established to test the barrier as well as other influencing 
factors.
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